Watch
TinyWatch Privacy Policy
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1. Who We Are

This Privacy Policy explains how TinyWatch handles personal information when you use the
TinyWatch app, website, monitor page, support channels and related services.

The controller / business responsible for this Privacy Policy is:
Katarzyna Kotodziejczyk

skr. poczt. Nr 1420

54-137 Wroctaw 16

Poland

NIP: 8943162559

Privacy contact: kkdigital.contact@gmail.com

In this Privacy Policy, "TinyWatch", "we", "us" and "our" mean the provider above. "You"
means the adult user of TinyWatch.

2. Short Version
TinyWatch is intended to be privacy-first and local-first:

TinyWatch is intended for parents, guardians and other responsible adults who set up and
manage monitoring.

TinyWatch is not directed to children.

TinyWatch does not require a TinyWatch account.

TinyWatch does not currently require sign-in.

TinyWatch is not currently a chat, public sharing, creator or user-generated-content service.
TinyWatch is designed for same-Wi-Fi / local-network monitoring.

The Camera Phone uses camera and microphone access only when you start a monitoring
session and grant permissions.

The monitor device can view the live stream during an active local session.
TinyWatch does not use TinyWatch cloud video storage.
TinyWatch does not use TinyWatch cloud video streaming.

TinyWatch does not sell your personal information.
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TinyWatch does not share your personal information for cross-context behavioural
advertising.

TinyWatch does not currently use a third-party advertising SDK.

TinyWatch does not currently offer paid subscriptions, one-time purchases or paid in-app
features.

TinyWatch does not currently use location services, health research, VPN, MDM, gambling,
contests, sweepstakes or regulated medical features.

This does not mean every TinyWatch-related service is cloud-free. The website, app stores,
support email, diagnostics, hosting, logs or other non-video services may use third-party
infrastructure as described below. If a future app version adds TinyWatch cloud video
storage, TinyWatch cloud video streaming, recording, video relay, screenshots, server-side
video diagnostics, paid access, accounts or another feature involving materially different
processing, we will update this Privacy Policy and provide notice or obtain consent where
required before or when that feature is released or promoted.

3. Scope

This Privacy Policy applies to:

the TinyWatch mobile app;

TinyWatch browser monitor pages or web links;
the TinyWatch website;

support emails and user feedback;

app store and platform interactions related to TinyWatch, where we receive data from those
platforms.

It does not apply to third-party websites, app stores, operating systems, browsers, device
manufacturers, internet providers or network equipment providers. Those third parties have
their own privacy policies.

4. No Accounts, Social Features Or Third-Party Ads

The current TinyWatch app does not require a TinyWatch account or sign-in. The current app
also is not a social network, chat service, public sharing service, creator platform or
user-generated-content service.

The current TinyWatch app does not use a third-party advertising SDK. TinyWatch does not
use room video, audio, photos or nursery stream content for advertising.

If TinyWatch later adds accounts, sign-in, paid access, family sharing, public sharing, chat,
creator content, user-generated content, third-party advertising SDKs, location services,
health research, VPN, MDM, gambling, contests, sweepstakes, regulated medical features or
similar regulated/high-risk features, this Privacy Policy will be updated before those features
are released or promoted where required.
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5. TinyWatch Is Not Directed To Children

TinyWatch is intended for parents, guardians and other responsible adults who set up and
manage monitoring. TinyWatch is not directed to children.

Children should not set up, configure or operate TinyWatch without a parent or guardian.

TinyWatch may be used by an adult to view a child, room or household environment through
a live local stream. That stream may include a child's image, voice, sounds, movements,
room contents or other personal information. The adult user controls the Camera Phone,
monitor device and monitoring environment.

We do not knowingly collect account information directly from children. If you believe a child
has contacted us directly or sent us personal information, contact us so we can review and
delete it where required.

6. Information We Process

The exact data processed depends on the version of TinyWatch, your devices, permissions
and setup.
Live camera and microphone stream
Examples: Video, audio, room view, child's image or voice if in view
Source: Camera Phone permissions
Purpose: Provide live monitoring to the monitor device during an active session
Typical location: TinyWatch does not use TinyWatch cloud video storage or TinyWatch cloud video
streaming; intended for same-Wi-Fi/local monitoring between your devices
Local network and pairing data

Examples: Local IP address, port, Wi-Fi/local network status, QR code, pairing link, short pairing
secret, connection state

Source: Your devices and local network
Purpose: Pair Camera Phone and monitor device on the same network
Typical location: On your devices and local connection; limited technical metadata may be
processed where needed to operate, secure or troubleshoot TinyWatch
Device and session status

Examples: Battery level, charging status, camera/microphone permission state, connection state,
WebRTC state, alert state

Source: Your devices
Purpose: Show status and help the app function
Typical location: On your devices; limited technical metadata may be processed where needed to
operate, secure or troubleshoot TinyWatch
Alert signals
Examples: Motion or sound signal, sensitivity state, local alert trigger
Source: Camera Phone and app logic

Purpose: Provide local notices about possible sound/motion activity
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Typical location: On your devices; limited technical metadata may be processed where needed to
operate, secure or troubleshoot TinyWatch

Support and feedback

Examples: Name, email address, message content, screenshots, diagnostic details you choose to
send

Source: You
Purpose: Respond to support requests, fix issues, improve TinyWatch

Typical location: Email/support systems

Website information
Examples: IP address, browser type, device type, pages visited, timestamps, cookies if used
Source: Website host, CDN, browser
Purpose: Operate, secure and improve the website

Typical location: Website hosting/CDN/log systems

App store/platform data

Examples: App download, country/region, crash reports, ratings, reviews, purchase status if paid
features are later added

Source: Apple, Google or other platform
Purpose: Distribution, support, compliance and app improvement

Typical location: App store/platform systems

Future payment and entitlement data

Examples: Product purchased, subscription status, renewal status, cancellation status, refund
status, app-store transaction identifiers, pseudonymous subscriber identifiers, payment-provider
reference numbers, country/region and tax or compliance records where available

Source: Apple, Google, another app store, payment provider or entitlement system

Purpose: Process purchases, subscriptions, refunds, restore purchases, provide paid access, prevent
fraud, keep legal/compliance records and provide payment support

Typical location: App store/payment-provider systems and, if needed, TinyWatch
entitlement/support systems

7. Camera, Microphone And Local Stream

TinyWatch needs camera and microphone permission on the Camera Phone to provide live
monitoring. You can deny or revoke these permissions through your device settings, but the
monitoring feature may not work without them.

TinyWatch is designed so the live stream is shown only to the paired monitor device during
an active session on the same Wi-Fi or local network.

TinyWatch does not use TinyWatch cloud video storage and does not use TinyWatch cloud
video streaming for the Camera Phone video feed.

TinyWatch does not store or transmit sensitive personal data, photos, video, audio or
nursery stream content to TinyWatch cloud servers unless a later feature explicitly
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implements that behavior and we disclose and secure it before release.
TinyWatch does not intentionally use room video for advertising.

If TinyWatch later adds TinyWatch cloud video storage, TinyWatch cloud video streaming,
cloud video relay, recording, screenshots, server-side video diagnostics, analytics involving
room video or another feature that receives room video or related sensitive stream data,
this Privacy Policy will be updated before that feature is promoted.

8. Purposes And Legal Bases

For users in the European Economic Area, Poland, the United Kingdom or Switzerland, we
rely on the following legal bases under data protection law:

Provide the TinyWatch app, local pairing and live monitoring features

Legal basis: Performance of a contract with you or steps before entering a contract

Request camera, microphone, local network or notification permissions

Legal basis: Your consent through device/OS permission controls, where required

Maintain app security, debug issues, prevent misuse and improve reliability

Legal basis: Legitimate interests, balanced against your rights

Respond to support requests and feedback

Legal basis: Performance of a contract, legitimate interests or consent depending on the request

Process future purchases, subscriptions, refunds, entitlement checks and
payment support if paid access is introduced

Legal basis: Performance of a contract, legal obligation or legitimate interests

Operate and secure the website

Legal basis: Legitimate interests

Comply with law, app store requirements, regulator requests or legal claims

Legal basis: Legal obligation or legitimate interests

Where consent is required, you may withdraw it through device settings or by stopping the
relevant use. Withdrawing consent may prevent TinyWatch from working.

9. How We Share Information

We do not sell personal information. We do not share personal information for cross-context
behavioural advertising.

We may share limited information with:

service providers that help us operate the website, email, support, hosting, security or app
distribution;

Apple, Google or other app store/platform providers when you download, review, update or
interact with TinyWatch through their platforms;

v"Whatch TinyWatch Privacy Policy | Page 5


https://tinywatch.app

payment providers, entitlement providers or fraud-prevention providers if paid access is
introduced;

professional advisers, insurers, auditors or legal representatives where reasonably necessary;

authorities, regulators, courts or other parties where required by law or needed to protect
rights, safety or security;

a buyer, successor or related entity if TinyWatch, its business assets, technology, app,
website, contracts, user relationships or related operations are sold, merged, reorganised or
transferred.

Service providers should process personal information only for our instructed purposes and
under appropriate confidentiality and security obligations.

If TinyWatch is sold, merged, reorganised or transferred, limited personal information may
be transferred where needed to continue TinyWatch, support users, maintain purchase
entitlements, comply with law and complete the transaction. We will take reasonable steps
to provide updated controller details and notify users where required by law.

10. International Transfers

We may process or store personal information in countries other than your country,
depending on our service providers and app store/platform providers.

For EEA/UK users, where personal information is transferred outside the EEA/UK to a country
not recognised as providing adequate protection, we will use appropriate safeguards where
required, such as standard contractual clauses or another lawful transfer mechanism.

For Australian users, some service providers or platform providers may be located overseas.
These may include countries where our website, support, app store, hosting, security or
diagnostic providers operate.

11. Retention

TinyWatch does not use TinyWatch cloud video storage and does not retain room video on
TinyWatch cloud video servers.

We keep other information only as long as reasonably needed for the purposes described in
this Privacy Policy, including:

local app/session data: usually stored on your devices until you end a session, clear app data
or delete the app;

support emails and feedback: retained as long as needed to respond, maintain records and
improve the service;

website logs: retained for a limited period needed for security, diagnostics and operations;

future purchase, entitlement, refund and payment-support records if paid access is
introduced: retained as needed to provide access, restore purchases, handle support, comply
with tax/accounting/app-store obligations and resolve disputes;

legal/compliance records: retained as required by law, app store rules or dispute needs.
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We may update this Privacy Policy with more specific retention periods if our technical or
provider setup changes.

12. Security

We use reasonable technical and organisational measures designed to protect personal
information. No app, local network, Wi-Fi connection, device, browser or internet service can
be guaranteed completely secure.

You are responsible for:

securing your phone, monitor device, Wi-Fi network and router;

using device passcodes and current operating system updates;
protecting pairing links, QR codes and monitor sessions;

ending sessions when monitoring is no longer needed;

keeping devices physically safe and away from children where required.

If you believe a TinyWatch security issue has occurred, contact us at
kkdigital.contact@gmail.com.

13. Your Choices
You can control TinyWatch in several ways:
stop a monitoring session in the app;

deny or revoke camera, microphone, local network or notification permissions in device
settings;

close the browser monitor page;

delete the app from your device;

clear local browser/app data where your device allows it;

contact us about support emails or other personal information we may hold.

Because TinyWatch does not use user accounts in the current version, we may have little or
no account-level personal information about you.

14. Your Privacy Rights

Depending on where you live, you may have rights to:
request access to personal information we hold about you;
request correction of inaccurate information;

request deletion;

object to or restrict certain processing;

withdraw consent where processing is based on consent;
request portability where applicable;

complain to a privacy regulator.
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For EU/Poland users, you may lodge a complaint with the Polish data protection authority,
UODO, or another competent EU supervisory authority.

For Australian users, you may request access or correction and may complain to us about
how we handle personal information. We will respond within a reasonable time. If you are
not satisfied, you may contact the Office of the Australian Information Commissioner.

For US users, state privacy laws may provide additional rights depending on your state.
TinyWatch does not sell personal information or share it for cross-context behavioural
advertising.

To exercise rights, contact us at kkdigital.contact@gmail.com. We may need to verify your
request. If we do not have account data or cannot identify you from the information we hold,
we may be unable to fulfil some requests.

15. Children And COPPA

TinyWatch is not directed to children under 13 or to children of any age. It is intended for
parents, guardians and other responsible adults who set up and manage monitoring.

We do not knowingly collect personal information directly from children under 13. A child's
image, voice or room environment may appear in a local stream controlled by an adult user,
but TinyWatch is not intended to create an account for the child or collect information from
the child directly.

If you believe a child has provided personal information directly to us, contact us at
kkdigital.contact@gmail.com so we can review and delete it where required.

16. Cookies, Analytics And Website Tracking

The TinyWatch website may use basic technical logs needed to operate, secure and debug
the website.

TinyWatch does not sell personal information or share it for cross-context behavioural
advertising. The current TinyWatch app does not use a third-party advertising SDK. If
analytics, cookies, pixels, retargeting, advertising SDKs or similar tools are added later, this
Privacy Policy and any cookie notices will be updated where required.

17. App Store And Platform Privacy

When you download TinyWatch through Apple App Store, Google Play or another platform,
that platform may process information such as your account, device, country/region,
download history, diagnostics, crash reports, ratings, reviews or purchase information.

Those platforms are independent third parties or separate controllers for their own
processing. Their privacy policies and account settings apply.

If TinyWatch later adds paid features, app stores or payment providers may process
purchase, refund, subscription, billing, tax, cancellation, renewal and entitlement
information. They may provide TinyWatch with limited purchase or subscription status
information so we can provide paid access, restore purchases, handle support, prevent fraud
and comply with legal or app-store requirements.
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We do not currently collect full payment card numbers through TinyWatch. If payment
processing outside an app store is introduced later, the relevant payment provider and
updated privacy/payment disclosures will be provided where required before purchase.

18. Automated Decision-Making

TinyWatch does not make decisions that produce legal or similarly significant effects about
you based solely on automated processing.

Motion or sound alerts may be generated automatically by app logic, but they are
convenience notices only. They are not safety, medical, emergency or security decisions and
may be inaccurate or delayed.

19. Changes To This Privacy Policy

We may update this Privacy Policy from time to time. If changes are material, we will take
reasonable steps to notify users, for example through the app, website or app store listing.

The updated Privacy Policy applies from the date shown at the top or from another date
stated in the notice.

If we introduce paid access or materially change how personal information is processed, we
will update this Privacy Policy and provide notice or obtain consent where required by law
before or when the change applies.

20. Contact
Questions or requests about this Privacy Policy should be sent to:

kkdigital.contact@gmail.com
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